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CO
Vea Présentation de U'entreprise MAAF

Fondée en 1950 a U'initiative d'artisans, la MAAF (Mutuelle d'Assurance
des Artisans de France) est aujourd'hui un acteur majeur de
I'assurance en France. Elle fait partie du groupe mutualiste Covea, aux
cotés de la GMF et de la MMA, ce qui lui permet de bénéficier d'une
solide assise financiére et d'une large couverture nationale.

Le siege social de la MAAF est situé a Niort, dans les Deux-Sévres, un

territoire reconnu pour sa concentration d'acteurs du secteur
assurantiel. U'entreprise propose une gamme compléte de produits

d'assurance destinés aux particuliers et aux professionnels.

Le siege social, 1a ol j'étais, est compose de plusieurs batiments, qui
chacun abritent différents corps meétier, en l'occurrence, je me situais
dans le batiment nomme « Corail » dans lequel au deuxiéme &tage se
situe les equipes réseaux et tous les metiers qui y sont rapproches.
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I"ai done pu aller voir et parler avec différentes personnes de
difféerentes personnes de différents corps métiers, notamment la
cybersécurité, le build réseau ("équipe avec laquelle "étais) et le Run

Reseau.



Objectifs du stage

- Découvrir différents métiers liés au réseau
- Voir les différents outils et protocoles utilisés en entreprise

- Découvrir le fonctionnement et 'envergure d'un réseau de grande
entreprise

-Acquéerir de 'expérience et des compétences en Réseau



Activitées realisées

Les 2 premieres semaines ont principalement éte de la découverte et
de la montee en compétence theorique.

Deja, s’acclimater a 'environnement MAAF, se reperer etc.

Ensuite, j'ai réalise une carte mentale sur les différents protocole et
sujets que je ne connaissais pas forcement ou que je n'avais pas
compris :

Ily a donc sur cette carte mentale plusieurs sujet abordées dont :



1°"sujet, le DNS :
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2°M sujet : ARP

ARP

pour effectuer une trame,
il est necessaire d'avoir l'adresse mac
destinataire, c'est alors que le protocole ARP entre en jeu

ci\usar\Peliterarp -

Interface : RZ96.11 — Ox1b
Adresze Internet
Pcz 2 961, 142

sw'l - PC l’\at e

e 72.96.1.2 *
MAC: 00:114:2B:3C:4DiSE ip 1#2.96.11

O o MAC: FO:E1:D2:C3:BY:45

de cette
manidre le pe
hiéte peu erder
une trame ipud

ip: 172.96.13
MAC: A1:B2:c3:DY:ESFE

: le protoco‘e ARP permet done de récupérer
l'adresse mac d'un pe dont on as deja lip
i ofin de pouUvVoir communiquer avec lui par trame.
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3°Me sujet, les ACL:

frission: \

-R1 communique
seulement avec
R2

-R2 communique
avee R1 et R3

“R3communique

avee R2 et RY
-RG Communique

seulement avec

\R3 /

172.96.2.0

192.96.4.0

¥

>

/

poquets arrivest gt ik Bl
—_—— 3

principe de base
des ACL

A
Y N immmmean,
. | Ny ’ v

|e$. AcL sta\n da\rds

putty

1 RoWconfig)#access-list 1 permit 172.96.2.0 0.0.0.255

2 ,Rﬁ'l(cbnﬁg)#uccm-ﬁst 1 deny 172,96.0.0 0.0.255.255

3 .Ro¥(config)#access-list 2 deny 172.96.4.0 0.0.0.255
Rol(configl¥access-list 3 deny 172.96.1.0 0.0.0.255
RoWconfig)#access-ist 4 permit 172.96.3.0 0.0.0.255
RoWconfig)#access-list 4 deny 172,96.0.0 0.0,255.255
Rol(config)ttint G0/
Releont F}#:P access-group 1in
Rolconfig-if#exit

"lO.Ro‘I(:nnl:'.?)"-nt Gi0/2

ﬂ.RDT(maF‘.g—i‘}#‘.P access-group 2 in

12.&01(1:5-\&9—:;)#&:1;

13.RoWconfig)#int Gi0/3

14.RoWconfig-iF)#ip access-group 3 in

15.Ro1(r_on'p‘.?-:mmr'-t

‘lG.Ra‘I(r_ml:;?}#'.nt Gi0/4

F.Rolconfig-Flfip access-group 9 in

R.Ro‘l(r_m‘ig—if)#txit

putiy

grulemant B3

1,2 :Création de la régle 1
pour la sortie en Gi0/1

3 Création de la ré51|e 2 pour
la sortie Gi0/2

4 iCréation de la régle 3 pour
la sortie Gi0/3

5,6 :Création de la ré‘q!e 4
pour la sertie Gi0/4
F->18 ns.s.'.._znnt'.on des acl
aux différentes sorties

J

les ACL étendus

1 ReleonFig)WaceassEst 101 deny iemp H2.96.0.0 0.0.255255 H2.96.1.0
2 o conFig)accens-bist W01 deny icmp 172.96.5.0 0.0.0.2 .
emp W29€3.0 0.0.0265 2920 0.0.0255

0 0.0.0.255 172

6 Rol(config)¥accasstct 103 deny iomp W296.0.0 0.0.255.255 W2.96.9.0 0.0.0.255
7 RelWeonbgWnt G0N
T Ro¥config-F)iip sccass-group 101 in

)it

TLReWeonFig-¥)ifip accass-group 103
12 Ao (confg-F ) et



4°™ sujet, formalités de Réseau :

utilisation des differents niveaux de
switch dang un reseou simple
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Les 4éme et 5 éme semaines, un projet m’as été propose, la
configuration d’'un réseau mini réseau comportant 2 switches de niveau
L3 stackés qui constituaient le coeur du réseau et de 4 switches L2 de

distribution dont 2 étais stackés.
GiL/0/25 SA7985E15111-1
P Switch .

— SA7985E15111-2
Giz/0/25 IP Switch :

Gil/o/2

Gi1/0/3

SC7985E15111-1

Giz2fo/2

SC7985E15111-2

SA7985E15121

|P Switch -

Gi2/0/3

Gil/o/2s

SA7985E15131
Gil/0/26 IP Switch -

show-timezone fig rt-lic
smart License tal will be used

ceur config floutée

no service pad
service timestamps debug datetime msec lo i ow-timezone

T w

wstname SC7985E15111

vrf definition M

discriminator 3 "0 ip.ip.ip.ip|ip.ip.ip.ip|ZSReseau_cC-SI|
> buf dd 1 s
persistent url flash:/logs 0@ : ; 100000
logging console informational
logging monitor informatio
1

username Admin| 15 s $VAR-MDP-ADMINLOCAL # on en rediscute

el
group radius 1o

thorizat
1on-1d
clock timezone UTC 1
clock summer-time UTC recurring last Sun Mar 2 last Sun Oct 3:@0
stack-mac persistent timer @
switch 1 |
vitch 2 provision
]
SRR
# A configurer en enable
]
witch 1 priority

up radius local

switch 2 priority 1
1

vtp primary c : ate rsa general-ki
|

: i h terface v ??
SRR nterface vlan
|

vtp

vtp

vtp

vtp pruning
]




ip

]

inter

description
ip address
no ip

access-1i
access-1i

ip access-1i
1@ permit
20 permit i
3@ deny

1@ permit
28 permit
38 deny

descr
ip add
ip helper-address
ip helper-address 1©.230.228.57
no ip redirects

no ip proxy-arp

no shutdown

interface wvlan
description SECU-CONTROLE-ACCES
ip address
ip helper-address 10.230.228.56
ip helper-address 16.23@
no ip redirects

st 199 remark ACL Directed
st 199 permit udp any any eq echo
st 190 deny ip any any log

ip.ip.ip.ip mask.mask.mask.mask
p.ip.ip.ip mask.mask.mask.mask
any log

access-list standard ACL-SNMP-READ
ip.ip.ip.ip

ip.ip.ip.ip

any log

vlian 2??
name INTERCO-MGMT

vlian ??
name UTILISATEURS

vlian ??
name TELEPHONIE
1

vlan 2?2
name INTERCO-OPERATEURS
1

vlian ??
name SECU-CONTROLE -ACCES

vlian ??
name TELEPHONE - ROUGE

vlan 2?2
name RESEAU-VIDEQ-SURVEILLANCE

vlan ?7?
name RESS-VISIO

wlan 27
name GTE

vlan ??
name L2-PULITS
1

interface vlani
no ip address
no ip
no ip
shutdown

redirects
proxy-arp

interface vlan 2?2

UTILISATEURS
ip.ip.ip.ip mask.mask.mask.mask
10.220.228.56

ytion
ess

terface vlan 2?2
description
ip address
ip helper-address 1@.238.228.56
ip helper-address 10.230.228.57
no ip
no ip proxy-arp
no shutdown

TELEPHONIE
ip.ip.ip.ip mask.mask.mask.mask

redirects

P

ip.ip.ip.ip mask.mask.mask.mask

28.57

ip proxy-arp

shutdown

face vlan ???
INTERCO-OPERATEURS

ip.ip.ip.ip mask.mask.mask.mask

redirects

no ip proxy-arp
no shutdown

inter

description

face vlan ???
INTERCO-MGMT

ip address ip.ip.ip.ip mask.mask.mask.mask
no ip redirects

no ip proxy-arp

no shutdown

interface vlan
description
ip address

P77
Téléphone Rouge
ip.ip.ip.ip mask.mask.mask,.mask

no ip route-cache
no shut

inter

description Video
ip address

face vlan

PR
Surveillance

ip.ip.ip.ip mask.mask.mask.mask

no ip route-cache
no shut

I
inter

description vi
ip address
no ip

face vlan 7?7

io

ip.ip.ip.ip mask.mask.mask.mask
route-cache

no shut

!
inter

face vlan ????

description GTB_VLAN

ip address

ip.ip.ip.ip mask.mask.mask.mask|

no ip route-cache
no shut

interface Gigabitethernete/e
shutdown

|

ip forw

otocol nd

w0 1p http server

ip http
w ip http

|

ithentication local

ver

ip route 9.2.0.0 0.0.0.0 ip.ip.ip.ip
|

ip radius source-interface vlan

logging source-interface vlan??

host ip.ip.ip.if
access-1list 99 remark ACL acces snmp ecriture
access-list 99 permit ip.ip.ip.ip

access-list 99 deny any log

!

SAMp - server group supcovea v3 auth read RO

SNmp-server group supcovea v3 priv read RO
snmp-server view RO iso included
snmp-server community jokari RW 99

SNMp-Server
SAMp - server

community caribou RO
trap-source Vlan??

snmp - server source-interface informs Vlania
snmp-server contact adminreseaufimaaf . fr
snmp-server system-shutdown

server enable trap

mp

10 snmp-server enable trap syslog
10 snmp-server enable trap syslog

snmp-server host ip.ip.ip.ip version 3 priv Admin 1

snmp-server user 321 supcovea v3 auth sha 2525 priv
wp ifmib ifindex persist

|

fUser 1 Admin_1 || Mdp Auth : 2525 || mdp priv : 123

|

radius server ip.ip.ip.ip

address ipv4 ip.ip.ip.ip auth-port ???? acct-port 2227

ko

RadiuskKe

Switch

aes

st standard ACL-HOSTS-VTY-PERMITTED

128

Broadcast wWOL

123

address ipv4 ip.ip TR

key RadiusKeySwitch
1

ip.ip auth-port

radius-server retransmit 3
radius-server timeout 2
~ deadtime 3@

banner exec ~C
Vous etes authentifie sur ${hostname)
~C

banner login ~cC

ACCES REGLEMENTE LOI 88.19 DU @5/@1/88

aC

banner motd ~AC

acct-port

BUESGUABHLERIRABEGRBRE CONF
int Gil/e/13
hport mor -

AR S AR R B

EXIE

s Endpoint

itchport nomegotiate
no lldp transm.
no lldp r
an
g-tree portfast
g-tree by
hport acces an
#GT8 sur le port 13 du switch 1

spanni

int Gi2/e/13

switchport mode access
no lldp transm
no 1lldp receive

* ATTENTION |

* cet equipement
* Tout acces non
* Toute personne
autorisee est

est la propriete de COVEA.
autorise est formellement
utilisant cette ressource
passible de

* BE CAREFUL! This equipment is COVEA property.
Unauthorized acces is forbidden.
* unauthorized use of this facility

interdit. = no
sans y etre
poursuites judiciaires.

is prohibited. =

int Gil/e/1s
switchport mo
lldp transmit

no lldp

receive

enable

svisio sur le t 1s switch 1

line con @
logging synchronous
stopbits

line vty @ 15

access-class ACL-HOSTS-WTY-PERMITTED in wrf-also

authorization exec vty_methods
logging synchrenous

login authentication vty _methods
transport input ssh

1

ntp server 10.236.3.@ source Vlanl
1

wsma agent exec

profile httplistener

profile httpslistener

|

wsma agent config
profile httplistener
profile httpslistener
1

wsma agent filesys
profile httplistener
profile httpslistener
|

wsma agent notify
profile httplistener
profile httpslistener
|

I
wsma profile listener httplistener
transport http
[
wsma profile listener httpslistene
transport https
|

ap group default-group
1
end

FHU AR s ConTiguration des ports d'uplink s

default interface range Gil/e/f1-24
default interface range Gi2/e/1-24
interface Port-c 1

description Saz: 11 _Po1

hanne
985E151

switchport mode trunk
switchport nonegotiate
logging event spanning-tree
no lldp transmit
no 1lldp receive
mp trap link

sta

no

#création du port channel vers le stack e distribution

1
int Gii/e/2
description ZB SA7985E15111-1 Gil/e/25
no shut

switchport mode trunk

switchport nonegotiate

switchport
logging event spanning-tree
no lldp transmit

no 1ldp receive

no snmp trap
channel-grou

link-status
1 mode active

int Gi2/e/2

description ZB_SA7985E15111-2
switchport mode trunk
switchport nonegotiate
switchport trunk allowed vlan
logging event spanning-tree
no lldp transmit

no 1lldp receive

no snmp trap link-status
channel-group 1 mode active
no shut

1
int Gi1/e/1

switchport mode trunk
description Uplink_RouteurNominal
switchport trunk allowed vlan ??

switchport nonegotiate

spanning-tree bpduguard enable

ip default-gateway ip.ip.ip.ip

no sh
#création de 1'uplink vers le routeur Mominal
|

22,22

int Giz/e/1

switchport mode trunk

description uplink_RouteurSecours
switchport trunk 100
switchport nonegotiate
spanning-tree bpduguard enable
ip default-gateway ip.ip.ip.ip

no sh
#eréation de 1'uplink vers le
|

int Gil/e/3

description ZB_SA7985E15121 Gil/@/25
switchport mode trunk
switchport nonegotiate
switchport trunk allowed vlan
logging event spanning-tree
no lldp transmit

no 1ldp receive

no snmp trap link-status

allowed vlan

routeur

secours

2,10

no sh

!

int Gi2/e/3

description ZB_SA7985E15131 Gil/@/25
no shut

switchport mode trunk

switchport trunk
switchport nonegotiate
logging event spanning-tree
no lldp transmit

no lldp receive

no snmp trap link-status

1

trunk allowed vlan ??,?7,77,77,77,77,?77

allowed vlan 2?,2?2,22,?2,22,22,2?




Switch-stack-distrib-floue

g2 RFEREE S

488 aSTACKE & 4 &

LI B O B

no service pad

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

1

hostname SA7985E15111
1

boot-start-marker
boot-end-marker
1

logging file flash:switch-log.txt 64008 1024 debugging
logging buffered 106800 informational

enable secret 5 XOOOUOOOOOOOOOONNOOOO

!

username AdminLocal privilege 15 password $VAR-MDPQUVABIEN # On en discute
1

aaa new-model

1

aaa authentication login default local

aaa authentication login vty _methods group radius local
aaa authorization config-commands

aaa authorization exec default local

aaa authorization exec vty methods group radius local

!

aaa session-id common

clock timezone UTC 1 @

clock summer-time UTC recurring last Sun Mar 2:8@ last Sun Oct 3:00
system mtu 1508

switch 1 provision ws-c2960x-24ps-1

switch 2 provision ws-c2968x-24ps-1

1

switch 1 priority 15

switch 2 priority 13

1

!

no ip domain-lookup

ip domain-name maafprod.e-corail.com

1

!

spanning-tree mode mst

no spanning-tree optimize bpdu transmission
spanning-tree extend system-id

1

vlan internal allocation policy ascending
1

no 11dp

cdp run

]

crypto key zeroize rsa
1

crypto key generate rsa general-keys modulus 2048
1
vtp domain MAAF-ETHER-BO

vtp version 3
vtp mode client

!

ip ssh source-interface vlan??
ip ssh version 2

1

access-list 99 remark ACL acces Snmp ecriture

access-list 99 permit ip.ip.ip.ip

access-list 99 deny any log

snmp- server enginelD local G000000902000008E3CDCDES

snmp-server contact adminreseauf@imaaf.fr

snmp-server community jokari RW 99

snmp-server community caribou RO

snmp-server system-shutdown

snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart

switchport nonegotiate

switchport trunk allowed vlan 232,22,22,33,23. 3
logging event spanning-tree

logging event link-status

no snmp trap link-status

no 1ldp transmit

no sh

1

22

interface range Gii/e/26-28
switchport access vlan 2666
switchport mode access
spanning-tree bpduguard enable
shutdown

]

interface Gi2/e/2s

description SC7985E15111-2 Gi2/e/2
channel-group 1 mode active
switchport mode trunk
switchport nonegotiate
switchport trunk allowed wlan 22,22,33%,332,3%,22,3?
logging event spanning-tree
logging event link-status

no snmp trap link-status

no 1ldp transmit

no sh

1

interface range Gi2/e/26-28
switchport access vlan 2666
switchport mode access
spanning-tree bpduguard enable
shutdown

1

ip default-gateway ip.ip.ip.ip
no ip http server

no ip http secure-server

1

1

int Gil/e/22

description RESEAUDATA
switchport mode trunk
switchport trunk allowed vlan ??
no cdp enable

spanning-tree portfast
spanning-tree bpduguard enable
no 1ldp receive

no sh

int Gii/e/23

description TELEPHONE ROUGE
switchport access vlan ???

no cdp enable

spanning-tree portfast
spanning-tree bpduguard enable
no 1ldp receive

no sh

int 6i2/e/23

description vISIO

switchport access vlan ?2?

no cdp enable

spanning-tree portfast
spanning-tree bpduguard enable
no 1lldp receive

[

int range Gii/e/24,612/8/24
description VIDEOSURVEILLANCE
switchport acces Vlan 2?7

no cdp enable

spanning-tree portfast
spanning-tree bpduguard enable
no lldp receive

no sh

1

Wrmem

snmp-server enable traps cluster

snmp-server enable traps entity

snmp-server enable traps flash insertion removal

snmp-server enable traps port-security

snmp-server enable traps envmon fan shutdown supply temperature status
snmp-server enable traps bridge newroot topologychange

snmp-server enable traps stpx inconsistency root-inconsistency loop-inconsistency
snmp-server enable traps mac-notification change move threshold

snmp-server enable traps vlan-membership

snmp-server host ip.ip.ip.ip caribou cluster entity flash port-security envmon bridge stpx mac-notification vlan-membership snmp

snmp ifmib ifindex persist
1

radius server ip.ip.
address ipva ip.ip.ip.ip auth-port 2??? acct-port ??7?
key Radiuskeyswitch

]

p-ip

exit

!

radius server ip.ip.ip.ip

address ipva ip.ip.ip.ip auth-port ???? acct-port 2227
key RadiusKeySwitch radius-server retransmit 2
radius-server timeout 2

radius-server deadtime 3@

banner motd ¢

ACCES REGLEMENTE LOI 88.19 DU @5/e1/88 =

€
!

line con @
exec-timeout @ @
stopbits 1
line vty @ 4
authorization exec vty methods
login authentication vty methods
length @ '_
transport input ssh
line vty 5 15
authorization exec vty_methods
login authentication wty_methods
length @
transport input ssh
I
ntp server ip.ip.ip.ip prefer
1
1
default interface range Gil/e/1-28,Gi2/e/1-28
1

int vlan 3@

ip address ip.ip.ip.ip mask.mask.mask.mask
no sh

1

interface Port-channell

description SC7985E15111

switchport mode trunk

switchport nonegotiate

no shut

1

default interface range Gi1/@/1-28,Gi2/0/1-28
interface range Gii/e/1-24,Giz2/e/1-24
description Poste

switchport mode access

switchport nonegotiate

switchport woice vlan ?7?

no legging event link-status

no snmp trap link-status
spanning-tree portfast

spanning-tree bpduguard enable

no sh

1

interface Gil/@/25

description SC7985E15111-1 Giil/e/z
channel-group 1 mode active




switch-grappe-1-floutée

ne service pad

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

1

hostname SA7985E15121

!

boot-start-marker

boot-end-marker

1

logging file flash:switch-log.txt c48e8 1824 debugging
legging buffered 18ee8e informaticnal

enable secret Coveal234

1

username AdminLocal privilege 15 password $VAR-MDPQUVABIEN # On en discute
!

aaa new-model

1

aaa authentication login default local

aaa authentication login vity_methods group radius local
aaa authorization config-commands

aaa authorization exec default local

aaa authorization exec vty _methods group radius local

1

aaa session-id common

clock timezone UTC 1 @

clock summer-time UTC recurring last Sun Mar 2:88 last Sun Oct 3:88
system mtu 15ee

1

|:|n ip domain-lookup
ip domain-name maafprod.e-corail.com
1

!

spanning-tree mode mst

no spanning-tree optimize bpdu transmission
spanning-tree extend system-id

1

wvlan internal allecaticn policy ascending
1

no 1ldp
cdp run
1

ér‘yp‘to key zeroize rsa

!

crypto key generate rsa general-keys modulus 2848
1

vtp domain MAAF-ETHER-BO
vtp password password 2222
vtp version 3

vtp mode client

1

ip ssh source-interface Vlan ??
ip ssh version 2
1

int vlan 3@
ip address ip.ip.ip.ip mask.mask.mask.mask
no sh

access-1list 99 remark ACL acces snmp ecriture
access-1ist 99 permit ip.ip.ip.ip

access-1ist 99 deny any log

snmp-server engineIl local S8288883092888888E3CDI0ES
snmp-server contact adminreseau@maaf.fr
snmp-server community jokari RW 99

snmp-server community caribou RO

snmp-server system-shutdown

snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart

snmp-server enable traps cluster
snmp-server enable traps entity

snmp-server enable traps flash insertion removal

snmp-server enable traps port-security

snmp-server enable traps envmon fan shutdown supply temperature status
snmp-server enable traps bridge newroot topologychange

snmp-server enable traps stpx inconsistency root-inconsistency leoop-inconsistency

snmp-server enable traps mac-notification change move threshold
snmp-server enable traps vlan-membership

interface range Gil/@e/24
description SC7985E1S111-1

switchport mode trunk

switchport nonegotiate

switchport trunk allowed vlan ??,??,??,?P,27,??
logging event spanning-tree

logging event link-status

no snmp trap link-status

no 1lldp receive

no cdp enable

spanning-tree portfast

spanning-tree bpduguard enable

no shut

1

interface range Gil/e/26-28
switchport access vlan ????
switchport mode access
spanning-tree bpduguard enable

shutdown
!

!
ip default-gateway ip.ip.ip.ip
no ip http server

no ip http secure-server

!
exit
wr mem

snmp-server host ip.ip.ip.ip caribou cluster entity flash port-security emwmon bridge stpx mac-notification wvlan-membership snmp

snmp ifmib ifindex persist
1

F‘adius server ip.ip.ip.ip

address ipwv4 ip.ip.ip.ip auth-port ??2? acct-port 222
key Radiuskeyswitch

[

radius server ip.ip.ip.ip

address ipwv4 ip.ip.ip.ip auth-port ?? acct-port 2?2
key Radiuskeyswitch radius-server retransmit 2
radius-server timeout 2

radius-server deadtime 38

banner motd c
* *

* ACCES REGLEMENTE LOI 28.19 DU @5/@1/88 *
= =

~C

1

line con @

exec-timeout @ @

stopbits 1

line vty @ 4

authorization exec vty _methods
login authentication wvty_methods
length e

transport input ssh

line vty 5 15

authorization exec vty _methods
login authentication wvty_methods
length e

transport input ssh

1
ntp server ip.ip.ip.ip prefer

default interface range Gil/fe/f1-28
interface range Gil/e/1-23
description Poste

switchport mode access
switchport nonegotiate
switchport wvoice vlan 2?2

no legging event link-status
no snmp trap link-status
spanning-tree portfast
spanning-tree bpduguard enable]
no shutdown

1

interface Gil/e/2s5

description SC7985E15111-2
switchport mode trunk

no 11ldp transmit

switchport nenegetiate
switchport trunk allowed wvlan ?2,2?2,22,22,27,2?2
no cdp enable

spanning-tree portfast
spanning-tree bpduguard enable
logging event spanning-tree
logging event link-status

no snmp trap link-status

no shut




Switch-grappe-2-floutée

no service pad

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

1

hostname SA79ES5E1S131

Eh:rn't— start-marker
boot-end-marker

logging file flash:switch-leog.txt c4eee 1824 debugging
logging buffered 1lees88 informational
enable secret 5 $1%8PIVHGEC2EMZGIUGSEMmMLUGS T3

username AdminLocal privilege 15 password $VAR-MDPQUWABIEN # On en discute

E-|aa new-model

aaa authentication login default local

@aa authentication login vty _methods group radius local
aaa authorization config-commands

aaa authorization exec default local

aaa authorization exec vty _methods group radius local

@aa session-

id common

clock timezone UTC 1

clock summer-time UTC recurring last Sun Mar 2:88 last Sun Oct 3:88
system mtu 1588

1

no ip domain-loockup
ip domain-name maafprod.e-corail.com

;pann ing-tree mode mst

no spanning-

tree optimize bpdu transmission

spanning-tree extend system-id
1

':rlan internal allocation policy ascending

1
no 1ldp

cdp run
1

crypto key zeroize rsa
1

ér"_','pta key generate rsa general-keys modulus 2843
1

vip domain MAAF-ETHER-BD
wip password 22272

vip version

3

wip mode client

ip ssh source-interface Vlan 2?

(SO

nt wlan 2?2
ip address
no sh

access-1ist
access-1list
access-1ist
SNMp- SErver
SNmp-Server
SNMp- SErver
SNMp-SErver
SNMp- SErver
SNMp-SErver
SNMp-Server
SNMp-SErver
SNMp-Server

p ssh version 2

ip.ip.ip.ip

99 remark ACL acces Snmp ecriture

99 permit ip.ip.ip.ip

o9 deny any log

engineID local S2888828982888888E3CDC0E2
contact adminreseau@maaf.fr

community jokarl RW 99

community caribou RO

system-shutdown

enable traps snmp authentication linkdown linkup coldstart warmstart

enable traps cluster
enable traps entity
enable traps flash insertion remowval

Snmp-server
sSnmp-server
Snmp-server
Snmp-server
sSnmp-server
Snmp-server
Snmp-server

enable traps port-security
enable traps emwmon fan shutdown supply temperature status
enable traps bridge newrcot topologychange

enable traps stpx inconsistency root-inconsistency loop-inconsistency

enable traps mac-notification change move threshold
enable traps vlan-membership

ntp server 18.238.3.8 prefer

default interface range Gil/e/1-28
interface range Gil/e/1-23
description Poste
switchport mode access
switchport nonegotiate
switchport woice vlan ??
ne logging event link-status
noe snmp trap link-status
spanning-tree portfast
spanning-tree bpduguard enable
no lldp receive
ng sh

1
interface Gil/e/25

description SAT985E1531
switchport mode trunk
switchport nonegotiate
switchport trunk allowed wlan ?
no cdp enable

no spanning-tree portfast

ne spanning-tree bpduguard enable
logging event spanning-tree
logging event link-status

ne snmp trap link-status

ng shut

b

»

1
interface Gil/e/24

description SC7985ES5111-2
switchport mode trunk
switchport nonegotiate
switchport trunk allowed vlan ?
no cdp enable

no spanning-tree portfast

ne spanning-tree bpduguard enable
logging event spanning-tree
logging event link-status

no snmp trap link-status

ne lldp transmit

ng shut

1

interface range &il/8/26-28
switchport access vlan 2666
switchport mode access
spanning-tree bpduguard enable
shutdown

1

ip default-gateway ip.ip.ip.ip

ne ip http server

no ip http secure-server
1

exit
wr mem

b

»

host ip.ip.ip.ip caribou cluster entity flash port-security enwmon bridge stpx mac-notification vlan-membership snmp
snmp ifmib ifindex persist
1

radius server ip.ip.ip.ip

address ipv4 ip.ip.ip.ip auth-port 2?2? acct-port 2222
key RadiuskKeySwitch

1

radius server ip.ip.ip.ip

address ipv4 ip.ip.ip.ip auth-port 1645 acct-port 1e4e
key RadiuskeySwitch radius-server retransmit 2
radius-server timeout 2

radius-server deadtime 3e

banner motd
=

c
=

ACCES REGLEMENTE LOI E8.19 DU @5/81/88 *
=

#
®
C
L]
1:

ine con &

exec-timeout & 8

stopbits 1

line vty & 4
authorization exec vity_methods
login authentication vty methods

length &

transport input ssh

line vty 5 15

authorization exec vty methods
legin authentication vity_methods

length @

transport input ssh



Conclusion

Ce stage de premiére année de BTSSIO (Services
Informatiques aux Organisations), effectué au siége social de la MAAF, a
été une expérience formatrice et enrichissante a plusieurs niveaux. Il m’a
permis de découvrir concrétement le fonctionnement d'un service
informatique dans une grande entreprise, d’approfondir mes
connaissances techniques, et surtout, de mettre en pratique les
enseignements théoriques regcus en cours. Jai eu lopportunité
d’effectuer le projet que jai expliqué ci-dessus, ce qui m’a permis de
mettre en ceuvre mes compétences techniques dans un environnement
réel. J'ai été particulierement ravi de pouvoir manipuler un matériel aussi
performant, ce qui a grandement facilité les opérations et renforcé la
dimension professionnelle de I'expérience. Travailler dans de telles
conditions a été trés motivant et m'a donné un apergu concret des
standards techniques en entreprise, tout en me permettant de gagner en
autonomie et en rigueur.



